Random numbers are indispensable for a variety of applications ranging from testing physics foundation to information encryption. In particular, nonlocality tests provide a strong evidence to our current understanding of nature -quantum mechanics. All the random number generators (RNG) used for the existing tests are constructed locally, making the test results vulnerable to the freedom-of-choice loophole. We report an experimental realization of RNGs based on the arrival time of cosmic photons. The measurement outcomes (raw data) pass the standard NIST statistical test suite. We present a realistic design to employ these RNGs in a Bell test experiment, which addresses the freedom-of-choice loophole.
Random numbers are indispensable for a variety of applications ranging from testing physics foundation to information encryption. In particular, nonlocality tests provide a strong evidence to our current understanding of nature -quantum mechanics. All the random number generators (RNG) used for the existing tests are constructed locally, making the test results vulnerable to the freedom-of-choice loophole. We report an experimental realization of RNGs based on the arrival time of cosmic photons. The measurement outcomes (raw data) pass the standard NIST statistical test suite. We present a realistic design to employ these RNGs in a Bell test experiment, which addresses the freedom-of-choice loophole.
Introduction.-Randomness is one of the most fundamental features of nature. The best example may be the biological diversity [1] . Another example is Brownian motion [2, 3] which has been studied for nearly two centuries. Random number generators (RNG) are based on either a classical mechanism or a quantum process. Quantum random number generators (QRNGs) rely on breaking quantum superpositions results into unpredictable measurement outcome and are therefore deemed to be truly random. A number of quantum processes are utilized to make QRNGs (for reviews see Ref. [4, 5] and references therein).
Bell tests, or experimental violation of Bell's inequality, provide a strong support to quantum mechanics, especially to rule out local hidden variable models. Recently, both locality and efficiency loopholes were closed in Bell test experiments [6] [7] [8] , in which QRNGs were employed in state measurements at two remote test sites. However, the test results may not be reliable if the two RNGs are somehow correlated (with each other and/or with the two physical devices). For instance, the distant entangled photon pairs in a Bell test learn the random inputs before they are separated. This is called freedom-of-choice loophole (also known as randomness loophole). The time constraint for a local hidden variable mechanism to occur to affect the test results in previous loophole free Bell experiments is less than 10 −5 s before the experiment, which may be pushed deep into the cosmic history by adopting the RNG scheme based on cosmic photon measurements to take advantage of randomness at remote celestial objects, e.g., measuring the temporal mode of photons as studied in this paper. The randomness of the outcomes cannot be proven strictly, but it is supported by following physical observations. First, the setup measures the arrival time of photons from the celestial object which the telescope points at. Second, the generation time of cosmic photons from a celestial object is random, so does the arrival time. The states of photons from two celestial objects are independent. This is related to the no-signaling assumption. In a way, we assume that the nature is not malicious to jeopardize our experiment. We realize RNGs with photons from an array of cosmic radiation sources with magnitude between 4.85 and 13.5 and distance (from Earth) between 756 and 7.49 × 10 8 light years (ly). These RNGs can deliver raw random bits exceeding 10 6 s −1 , which pass NIST statistical test suite. We present a realistic design of event-ready Bell test experiment with these RNGs to address the freedom-of-choice loophole while closing locality and efficiency loopholes simultaneously.
Random number generation with cosmic photons.-The experiment is conducted in the Astronomy Observatory at Xinglong, China (N 40
• 23.75 , E 117 • 34.5 ). We use a Ritchey-Chretien (RC) optical telescope with a diameter of 1 meter and a focal length of f = 5 meter to collect light from the cosmic radiation source under study (CRSS) and use prisms to direct lights of various spectral bands to different applications. The light that is incident onto this RC telescope from a typical cosmic radiation source with an angular spread of φ = 3 has an 1/e-diameter of 73 µm and We stabilize the coupling of cosmic photons from the CRSS into the multimode fiber by a standard altitude-azimuth tracking mechanism [16] . We estimate the total detection efficiency of single cosmic photon to be about 2% (see Supplemental Material (SM) [9] ). So we require an assumption that the detected photons represent a fair sample of photons emitted by the CRSS. In addition, as we assume in the above that the nature does not maliciously jeopardize our experiment, we assume that the propagation of cosmic photons and their arrival times are not affected by any mechanism other than the known mechanisms in astronomy studies such as refraction through slowly varying interstellar and intergalactic media and assume that the effect is identical for all photons [17] . In fact, there was no astronomy report on delaying the cosmic photon arrival time at the visible or near infrared wavelength [18] . We consider the major delay may be due to the refractive index of atmosphere around us and include it in the discussion below. We choose to detect cosmic photons over a bandwidth of 150 nm to increase the rate of random bits, which features the Poissonian statistics: the mean photon number is a constant for equal time and the time interval between photon emission events is random. If the period T W of a reference clock is equally divided into N time bins, the probability for a cosmic photon to arrive at an arbitrary time bin t i (i = 1, 2, . . ., N) is a constant, P i = 1/N . In our experiment, the photon-detection signal from the SPAD is recorded using a home-made time-to-digital converter (TDC) with a time resolution of 25 ps. We set T W = 40.96 ns to be smaller than the recovery time (45 ns) of the SPAD such that there is at most one detection event per clock cycle, and set N = 256 (× 160 ps). We assign each time bin with an unique 8-bit binary code, and record the assigned code for the time bin in which a detection event occurs.
We study RNGs with photons from an array of celestial objects. The main results are summarized in Table I . First, we notice that the photon counting signal rates exceed 10 6 s −1 (which is within the linear operation mode of the SPAD in use) for CRSS with lower magnitude, demonstrating that this method is as efficient as laser-based RNGs in generating random numbers [19] [20] [21] [22] [23] [24] [25] . Second, despite the dramatic fluctuation of signal rates (shown by signal ranges in Table I ), the true signal rate (with background subtracted) scales with magnitude as expected, as indicated in Fig. 2 . We attribute fluctuation in the rate partly to atmospheric disturbance. Besides attenuating cosmic light, atmospheric disturbances deteriorate the coupling of light from CRSS into the multimode fiber by either displacing focal position or modifying beam profile, which can not be corrected by current tracking mechanism. We use the maximum rate for each CRSS to suppress such impact in generating the trend line. ( We do not use the data for quasar IGR J03334+371 (red filled dots) in generating the trend line because of small signal-to-noise ratio.) We use raw data in the analysis. For each CRSS, the probability of photon arrival time (P i ) is uniformly distributed around the ideal value of 1/256, indicating a good level of randomness (see SM [9] ). We apply two standard methods to evaluate the performance of cosmic photon RNGs. The min-entropy, H ∞ = − log(max P i ), is consistent with the ideal value of one within 1%, and the raw data pass the NIST statistical test suite [26] (see SM [9] ). These two results certify the quality of these cosmic RNGs.
To estimate the background contribution, we point the RC telescope slightly away from the CRSS (at a dark patch of the sky) till the detection rate drops to a stable level. The background may include contributions due to detector dark counts or ground-based light sources, which can be used by local hidden variable theories and must be made insignificant. Below we present a realistic analysis on Bell experiment with cosmic RNGs with large signal-to-noise ratio.
Event-ready Bell test experiment with cosmic RNGs-The celebrated Bell's inequality [27, 28] is based on the assumption of locality, realism and freedom-of-choice. In previous Bell test experiments [6] [7] [8] with a pair of entangled particles A and B, the events for entanglement generation, base choices, and state measurements are separated spacelike in future light cones. However, these light cones cross each other in < 10 −5 s in the past direction, allowing the possibility for local correlation events occurring in the overlapped regions to control measurement outcomes. Furthermore, it was shown that a Bell test experiment is vulnerable to local hidden variable theories even with a conspiracy of as little as 1/22 bit of mutual information between RNGs and source of entanglement [29] . Here we consider two possible scenarios that local correlation events may impact the experimental outcomes as shown in Fig.  3 . In the first case, a local correlation event Y1 (Y2) may share information, denoted by a local hidden variable λ1(λ2), about photon emission event S1 (S2) for random bit generation with the source, prior to state preparation, provided that local correlations take place ahead at least by an amount of time,
are distances of the two cosmic sources from Earth. In the second case, a local correlation event (denoted by a hidden variable λ3) may occur in the overlapped region formed by the past light cones of two cosmic photon radiation events, S1 and S2, prior to the experiment by
where L 12 is distance between the two cosmic sources (see SM [9] ). Therefore, local correlation events in the green shaded regions may impact the outcomes of Bell test experiment as shown in Fig. 3 , with the time constraint to be τ ≥ τ 1 . For example, by employing RNGs based on cosmic sources HIP 55892 (L 1 = 3325 ± 1649 lys, Magnitude 6.7) and and HIP 117928 (L 2 = 3454 ± 1433 lys, Magnitude 8.9) [15] , we have τ ≥ 3325 ± 1649 years (see SM [9] ), which is ∼ 16 orders of magnitude improvement over previous loophole free Bell test experiments. [6, 17] . S1 and S2 are cosmic photon emission events, followed by events R1 and R2 to output random bits for base choice. P1 and P2 are events for NV centers to send photons for Bell state measurement (BSM) after the creation of entangled photon-electron pairs (EPR1,2) at NV centers. The photons are sent for BSM via optical fibers, shown by red lines. A destructive BSM with photons from the two entangled electron-photon pairs prepares the two electrons in a Bell state, which is ready for state measurements (M1 and M2) after the base choice. Y1, Y2 and Y3 are local correlation events (denoted by local hidden variables, λ1, λ2, λ3) that may occur in the overlapped region formed by the past light cones (see text for details).
FIG. 4:
Schematic of an event-ready Bell experiment. Each measurement station (Lab1 or Lab2) prepares an entangled electron-photon pair with a NV center. Lab1(2) downconverts single photons from visible to infrared (1550 nm) via difference frequency generation (DFG). A successful BSM with a single photon from Lab1 and a single photon from Lab2 projects the corresponding two electrons into a Bell state. RNG1 and RNG2 provide random bits per time window TW to set base in measuring the quantum state of electron spin. α1 and α2 are angles of the optical axes of telescopes with respect to the Lab axis (see SM [9] ).
Below we present a realistic design to use the two RNGs (with signal-to-noise ratio > 100) in an event-ready Bell test experiment with NV centers [6] , as shown in Fig. 4 .
First, locality requests space-like separation between event of state measurement and event of base choice, which requires that the distance L M 1M 2 between two measurement stations Lab1 and Lab2 is set according to
where T Basis is the time elapsed for event completing the base choice upon receiving a random bit, T M easurement is the time elapsed for event completing the state measurement after the base choice, T M argin accounts for possible additional delays and α is elevation angle of telescope (see SM [9] ). Taking T W = 8 µs, T M easurement ∼ 4 µs, T Basis ∼ 1 µs, T M argin ∼ 1 µs and α ≤ 30
• for telescopes, we have L M 1M 2 > 5 km. Second, consideration of freedom-of-choice requests space-like separation between event of cosmic photon emission and event of two-photon Bell state measurement (BSM), so photon-electron entanglement must be produced in NV-center in advance by ∆T > (1.45 − cos α) · L M 1M 2 /2c ∼ 5 µs, which is much shorter than the coherence time (T2 ∼ 0.6s at 77 K [30] ) of electron spin of NV center (see SM [9] ).
Photons emitted by NV centers at the visible wavelength (∼ 640 nm) are downconverted to photons at the wavelength of ∼ 1550 nm via difference frequency generation (DFG), because they are subject to high propagation loss in optical fiber. Considering 1.5 dB loss due to downconversion operation [31] and 1 dB loss due to photon propagation over the 5 km optical fiber, there is an improvement of ∼ 10 dB in two-photon detection efficiency over the previous experiment [6] . With that, the averaged success probability per entanglement generation attempt is estimated to be P total ∼ 2.26 × 10 −9 (see SM [9] ). This will result in one event-ready electron pair entanglement per 0.29 hours per 24µs measurement period on average. So it will take about 72 hours to violate the Bell's inequality with statistical confidence similar to the previous experiment [6] . More importantly, the time constraint for local hidden variable mechanism to impact the outcome of Bell test experiment is moved by more than 1000 years back into the past.
Discussions.-It was recently proposed to push the time constraint to reject local hidden variable mechanisms in a Bell test experiment by billions of years back into the cosmic history by employing RNGs with photons from quasars of high redshift [32] . We discuss about its practicability by analyzing the performance of a RNG with photons from quasar APM 08279+5255 with magnitude 15.3 and redshift z = 3.91. According to the trend line in Fig. 2 , the true signal rate of this RNG is ∼ 590 s −1 (at α = 30 • ). We attribute the low signal-to-noise ratio ∼ 2 (for background rate 550 s −1 ) mainly to that the optical system is not operated optimally. The signal-to-noise ratio can be increased to > 50 by having the RC-telescope work in the diffraction limit [33] , and > 100 in the space due to reduced sky brightness and absence of atmosphere attenuation to cosmic photons. The absence of atmospheric disturbance and angular separation of 180
• between two telescopes are also advantages of a satellite-based cosmic Bell experiment (see SM [9] ).
Conclusion.-In conclusion, we realize cosmic-photon base RNGs and present a realistic design to use these RNGs in a Bell test experiment. We show that it is experimentally feasible to perform a Bell test experiment with RNGs based on quasars of high redshift, which will provide a strong support to quantum mechanics, by setting the time constraint to reject local hidden variable mechanisms deep into the cosmic history. Meanwhile, the method of single-photon detection of cosmic photons may provide a powerful tool for cosmology observation.
Supplemental Materials: Random Number Generation with Cosmic Photons

DISTANCE BETWEEN COSMIC SOURCE AND EARTH
Distance estimation of celestial objects from Earth remains a technical challenge. For example, the distance for HIP 114579 was reported to be 163,000 lys in year 1997, but was updated to be 1967 lys in year 2016. Table 1 shows the changes in distance estimation of celestial objects (used in our study) over the past years [1] [2] [3] , which was mainly based on mission Hipparcos (https://www.cosmos.esa.int/web/hipparcos) and mission Gaia (http://sci.esa.int/gaia/) of European Space Agency. For each celestial object, we used the data from the latest astronomy observations. For example, for HIP 2876, the latest data was released in year 2016; for HIP15416, the latest data was released in year 2007. The relative uncertainty in distance estimation is typically on the order of 50% or higher for distances estimated to be more than 1000 lys. For the event-ready Bell experiment discussed in the main text, we select two celestial objects, HIP 55892 and HIP 117928 for RNGs. The distance of HIP 55892 from Earth was estimated to be 3881 lys in 2007 and 3325 lys in 2016 (with a relative change of 14%) and the distance of HIP 117928 from Earth was estimated to be 3835 lys in 2007 and 3454 lys in 2016 (with a relative difference of 10%). Because the variations are relatively small between the 2007 data and the 2016 data and cosmic RNGs with the two cosmic sources meet the space-like separation requirement in the proposed Bell experiment, we choose the two cosmic sources in our discussion in the main text. 
EXPERIMENTAL CONFIGURATION
For RNG experiment, we align the telescope by pointing the telescope toward the CRSS based on its declination (DEC) and right ascension (RA) listed in the star catalogue [2] [3] [4] . After we locate the CRSS and place its focal image at the center of the sensor of CCD, we employ a standard altitude-azimuth tracking mechanism to keep the focal image of the CRSS at the same position of the CCD camera as the CRSS moves [5] , which stabilizes the coupling of photons from the CRSS into a multimode optical fiber. In the experiment, we use cosmic photons from the CRSS with wavelength in the range of [530, 680] nm for tracking, and couple photons in the range of [680, 830] nm into a multiple mode fiber for RNG.
We estimate the transmittance of the optical system to be about 20.7% = 53% (transmittance of RC telescope) × 75% (transmittance of prisms) × 52%(efficiency to couple light into multimode fiber). We estimate the transmittance of light through the atmosphere to be about 20%. As a result, the total detection efficiency of single cosmic photon is about 2%. (It should be noted that this efficiency is estimated for static condition and may vary, e.g., due to atmospheric disturbance.) For all of the RNG measurements in this experiment, the altitude angles of telescopes are within 70
• − 80
• , the variation of atmospheric attenuation is insignificant according to MODTRAN model [6] . As shown in Fig.1 , for the even-ready Bell test experiment discussed in the main text, Lab1, Lab2 and Lab for Bell state measurement (BSM) are collinear in the north-south direction (defined as the Lab axis). Lab1 has a telescope pointing toward cosmic source HIP 55892 with azimuth and altitude angles (Az1, Alt1) and optical axis at angle α1 with respect to the Lab axis. Lab2 has a telescope pointing toward cosmic source HIP 117928 with (Az2, Alt2) and angle α2. α1 and α2 are given by α = arccos(| cos(Alt) · cos(Az)|). The cosmic sources rotate around the north celestial (North Pole in the sky) as we observe on Earth (due to Earth rotation). The azimuth and altitude angles of cosmic sources change accordingly.
FIG. 1.
A cartoon picture of experimental configuration. The two blue curves indicate that the cosmic sources for RNG rotate around the North Pole in the sky as we observe on Earth. For the discussion in the main text, α1 and α2 are not greater than 30 degree to satisfy space-like separation.
TIME CONSTRAINTS TO LOCAL HIDDEN VARIABLE MECHANISM
The light cones of events in a Bell test experiment cross in the past direction, which sets time constraints to local hidden variable mechanisms, as shown in Fig. 3 in the main text. The distances of HIP 55892 (RA1 = 171.8377
• , DEC1 = −24.16971
• , Magnitude: 6.735) and HIP 117928 (DEC2 = 72.46028
• , RA2 = 358.7932
• , Magnitude: 8.9) from Earth are L 1 = 3325 ± 1649 lys and L 2 = 3454 ± 1433 lys [3] . This gives τ 1 = min(L 1 /c, L 2 /c). The angular separation θ between the two cosmic sources is given by cos(θ) = sin(DEC1) sin(DEC2) + cos(DEC1) cos(DEC2) cos(RA1 − RA2).
(1)
So we have θ = 131.6
• . The distance between the two cosmic sources is estimated to be
)/2c = 6481 years, with an uncertainty of
(The angular uncertainty is small and neglected in the estimation.) So we have τ = min(τ 1 , τ 2 ) = 3325 ± 1649 years.
SPACE-TIME ARRANGEMENT FOR LOCALITY REQUIREMENT
Lab1 and Lab2 have identical experimental setups. We have T Basis1 = T Basis2 = T Basis , T M easurement1 = T M easurement2 = T M easurement , and T w1 = T w2 = T W for time windows (clock cycle), where T Basis is the time elapsed for events completing the base choice upon receiving a random bit, T M easurement is the time elapsed for events completing the state measurement after the base choice. We use GPS to synchronize operations such as preparations of photon-electron entanglements and reference clocks in the labs. Locality requirement demands space-like separation between event of state measurement and event of measurement setting choice between Lab1 and Lab2,
where L S1M 1 (L S1M 2 ) is distance between cosmic source and Lab1 (Lab2). Here T W is the time duration accounting for the scenario that a photon detection event occurs at the begging of a time window in Lab1 and the other one at the end of the same time window in Lab2, or vice versa. We only consider photon counting events occurring in the same time window. We then have
Besides, we include an additional term, T M argin ∼ 1µs, which should be sufficient to account for, for example, refractive index-induced extra delay for light propagation in atmosphere (typically less than 100 nanoseconds), etc. We then have
where α = max(α1, α2). Taking T M easurement ∼ 4µs, T Basis < 1µs and α < 30
SPACE-TIME ARRANGEMENT FOR FREEDOM-OF-CHOICE REQUIREMENT
Space-like separation must be ensured between event of measurement setting choice and event of creation of photonelectron entanglement, and between event of measurement setting choice and event of BSM, so we have
where in Eq. (5a), L S1M 1 is distance between cosmic source and Lab1, L S1B is distance between cosmic source and BSM Lab, L M 1B is distance between Lab1 and BSM Lab, ∆T is the time in advance to prepare photon-electron entanglement in Lab1 (see Fig.3 ), and n = 1.45 is the refractive index of fiber to connect Lab1 and BSM lab; Eq. (5b) describes the same conditions in Lab2. With BSM lab in the middle and identical conditions at both sides, we have
Or, we have ∆T +T W +T Basis +T M argin ∼ 15 µs before state measurement, which is much shorter than the coherence time (T2 ∼ 0.6s at 77 K [7] ) of electron spin of NV center.
ESTIMATION ABOUT EVENT-READY BELL TEST EXPERIMENT WITH COSMIC RNGS
The altitude angles of telescopes pointing toward HIP 55892 (171.8377
• , −24.16971 • ) and HIP 117928 (72.46028
• , 358.7932
• ) change due to Earth rotation. For the event-ready Bell experiment discussed in the main text, there is a limited time window (∼ 2hours) each night to collect photons from the two cosmic sources simultaneously. For example, from 3 AM to 5 AM on January 13th, 2017, the azimuth and altitude angles of HIP 55892 change from (162
• ), while the azimuth and altitude angles of HIP 117928 change from (352
• ). Correspondingly, α1 changes from 29
• to 28
• , and α2 changes from 25
• to 23
• . The average signal rate for altitude 80
• and cosmic sources with magnitude ∼ 6.7 is r(80 • , 6.7 mag) = 510,000 s −1 , similarly, we have r(80 • , 8.9 mag) = 107,000 s −1 as shown in Fig. 2 in the main text. We use MODTRAN model [6] to scale the signal rates to r1(23 • , 6.7 mag) = 324,000 s −1 (with signal-to-noise ration of 590) and r2(23 • , 8.9 mag) = 68,000 s −1 (with signal-to-noise ration of 124). By having T W = 8µs, we estimate the probability for the two RNGs to output a pair of random bits in the same time window to be P RN G = (1 − e −r1·T W )(1 − e −r2·T W ) ∼ 0.39. The photons emitted by NV centers at the visible wavelength (∼ 640 nm) are downconverted to photons at the wavelength of ∼ 1550 nm via difference frequency generation (DFG), because they are subject to high propagation loss in the optical fiber. Considering the 1.5 dB of photon loss for downconversion operation [8] and 1 dB of photon loss for photon propagation over the 5 km optical fiber, that will be an improvement of ∼ 10 dB in overall two-photon detection efficiency over the previous experiment [9] . With that, the averaged success probability per entanglement generation attempt is estimated to be P total = 2.26 × 10 −8 . This will result in one event-ready entanglement per 0.29 hours per 24 µs measurement period on average, and about 72 hours to violate the Bell's inequality with statistical confidence similar to what was achieved by Hensen et al. [9] , but with an improvement of setting the time constraint to be by more than 1000 years before the experiment.
ESTIMATING SIGNAL-TO-NOISE RATIO FOR RNG WITH PHOTONS FROM QUASAR
The background rate in the current experiment is 550 s −1 . The Ritchey-Chretien (RC) telescope used in the current experiment has a diameter d = 1 meter and a focal length f = 5 meter. The beam diameter at waist and field-of-view are 10.2µm and 0.3 arcsec 2 in the diffraction limit, while they are estimated to be 73 µm and 14.7 arcsec 2 in the current experiment. It has been demonstrated that the optical telescope can be made to work in the diffraction limit in previous astronomy studies [10] . Assuming uniformity for sky brightness, the background rate is proportional to the field-of-view. By having the RC telescope work in the diffraction limit, the background rate will be reduced to 0.3 14.7 × 550 = 11.2 s −1 . The true signal rate for RNG with photons from quasar APM 08279+5255 is 800 s −1 at α = 80
• based on the trend line of Fig. 2 in the main text, and 590 s −1 at α = 30
• based on MODTRAN model. So the signal-to-noise ratio is 53.7.
Although the reported sky brightness at Xinglong is in the range of [16, 22] magnitude per arcsec 2 [11] , which is similar to what was observed in other observatories. Being located at a lower altitude and close to major cities (Beijing, Chengde, and a few others), the experiment at Xinglong observatory may be affected by scattered light due to human activities. The sky brightness can be reduced when working at higher altitude and being away from human activities.
By performing the same measurement in the space, there is no atmosphere attenuation and the sky brightness is reduced, the signal-to-noise ratio can be increased to > 100. (We estimate the atmospheric transmittance to be ∼ 20% in the current measurement.) In addition, the absence of atmospheric disturbance will ease the task to optimize the optical system. The two telescopes can be set with angular separation to be 180
• , allowing to access more celestial objects in the universe. Overall, a satellite-based cosmic Bell test experiment may have better performance.
PROBABILITY DISTRIBUTION OF PHOTON DETECTION EVENTS VERSUS TIME BINS
The raw data from our random number generator is very close to a uniform distribution, as shown in Fig. 2 . The probability for a photon detected in each of N b bins is P = 1/N b = 1/256.
NIST TEST RESULT
We employ the NIST statistical test suite [12] to assess randomness of the raw data in cosmic photons measurements. The NIST test results are shown in the Table below. (The data for quasar fails the NIST test, partly due to a small statistics and relatively large background contribution.) 
